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ABSTRACT

The rapid growth of the internet and the increasing reliance on digital infrastructures have
posed significant challenges to cybersecurity. Among the other variants of attacks,
Distributed Denial of Service (DDoS) attacks have emerged as one of the most destructive
and common threats. These attacks disrupt or slow down network services by overwhelming
the network infrastructure with a massive volume of malicious traffic. To effectively identify
and mitigate DDoS attacks, machine learning techniques have been extensively employed
in intrusion detection systems. Machine learning approaches offer the advantage of
automating the detection process by learning patterns and characteristics of DDoS attacks
from historical data. Researchers have explored various machine learning algorithms such
as K-Nearest Neighbours (KNN), Support Vector Machine (SVM), Random Forest (RF),
and Naive Bayes to classify and detect DDoS attacks. These algorithms leverage features
extracted from network traffic data, including packet size, packet delay patterns, and traffic
behaviour, to differentiate between normal and malicious traffic.
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1. INTRODUCTION

The exponential rise of the internet and people's reliance
on digital infrastructures have presented cybersecurity with new
challenges in recent years. Internet services have become a vital
need for both enterprises and individuals. With the growing
demand for network-based services, network trespassers have
also increased the volume of attacks on the network
infrastructure to discontinue the response of services to genuine
users. The attacks that prevent or slow down any network's
services are commonly known as Denial of Service (DoS)
attacks [1]. The first Denial of Services (DoS) attack was
monitored back in 1974. Since DoS attack has upgraded to
Distributed Denial of Services (DDoS) it has become more
destructive [2].

Traffic-based attackers target the victim by sending large
volumes of TCP and UDP packets via botnet to damage
theperformance of the network [3]. To plot DDoS assaults,
hackers frequently create software applications placed on
computers, which they refer to as botnets. Another term for
malware or an infected network (computer) from which DDoS
attacks are conducted is botnets, which are controlled by
hackers [4]. However, of a botnet's distribution strategy is spent
setting the bots to assist potential future exploitation [5].
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Therefore, numerous security tools such as antivirus and
firewalls should be installed in computer networks to protect
important data and services from trespassers.

DDosS attacks can be categorized into a number of different
types, although they are typically divided into three classes.
They are the following: application assault, bandwidth/volume
attack, and traffic/fragmentation attack [6]. The two most
common application layer attacks today are HTTP flood and
UDP flood. Using HTTP GET or POST requests, an attacker
can target a web server or application in an HTTP flood [7]. To
defend against DDoS assaults, the intrusion detection system
mainly depends on machine learning algorithms. Smurf
assaults, HTTP POST/GET attacks, SQL Injection DoS, and
other types of DDoS attacks are only a few of the many DDoS
attack types that are currently being used. Numerous datasets
that are available to the public are outdated and lack the most
recent attack flow [8].

The following diagram shows the simplified architecture
of DDoS attack:
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Fig. 1. DDoS Architecture[9].

DDosS attack occurs in a very short period. Due to the rise
in DDoS assaults and the outdated network-based methods'
inability to detect them, it is crucial to create new attack
detection systems. The detection and prevention of various
DDoS assaults have been proposed using data mining
techniques and machine learning-based algorithms [10]. So, the
detection system must be very fast and should include all the
new patterns of DDoS attacks. The usage of the machine
learning approach helps to classify the attack patterns and the
characteristics. Machine learning (ML) is used to overcome the
issue because it can produce more accurate findings [11].
Machine learning or deep learning techniques are necessary to
build a system that can understand the traffic behaviour, that
can detect the attacker's packet size, that can recognize the
pattern of the packet delay, and that can detect the attack
efficiently.

2. BACKGROUND STUDY

Both the scientific community and industry have been
researching DDoS detection and mitigation for an extended
period [12]. Nowadays, DDoS assaults are the most frequent
and vulnerable attacks on network systems, costing commercial
and individual infrastructures millions of dollars. These attacks
are controlled by Botnets. A botnet is a group of several
computers that have been infected with malware and cooperate
to carry out repetitive tasks. A single attacking group in charge
of the botnet is known as the "bot-master" [13] The biggest
threat to the IT sector is DDoS attacks, and their frequency is
rising drastically each year [14]. The greatest DDoS attack to
date, according to Amazon Web Services (AWS), was a 2.3
Thit/s attack in 2020 [15]. By 2023, there will be 15.4 million
DDoS attacks worldwide, predicts Cisco, and 50% of DDoS
attacks, were directed against financial institutions [16].
According to studies, almost 50 billion 10T devices have been
used by 2020 and most of the loT devices carry the risk of
getting infected with malware [17].

For instance, configuring a router with a Cisco vendor and
configuring a Juniper router are two different processes. In a
complicated computer network, there is a significant likelihood
of human mistakes or configuration errors. To solve this
problem, the Software-Defined Network (SDN) was developed.
SDN divides the vertical abstractions in conventional network
devices into two fundamental layers: the controller and the
forwarding layer. When a centralized control system is
implemented in this manner, a security vulnerability is created
that an attacker could exploit to change the topology directly

connected to a controller. DDoS attacks can therefore be carried
out both locally and globally [18].

To increase the number of successful attack chances
malicious attackers redesign and update the sizes, volumes, and
frequencies of their attacks. So, organizations that rely on IT to
conduct their operations must come forward to protect
themselves from this kind of cyber-attacks [19]. It is impossible
to identify DDoS attacks manually [20]. However, as the whole
world is becoming automated, introducing machine learning
methods to detect this type of attack would be revolutionary. K-
Nearest Neighbor (KNN), Logistic Regression, Random Forest
(RF), Support Vector Machine (SVM), Naive Based
Classifiers, etc. are only a few examples of the many machine
learning approaches [21]. To build a system that can track
DDoS attacks rapidly and efficiently by observing feature
extraction and classification, size of the server-traffic, request
types and protocols, it is necessary to use different machine
learning methods.

3. COMPARATIVE REVIEW BASED ON METHODS

Numerous researchers brought up multiple ML-based
DDosS attack detection models [22]. The CIC IDS 2017 dataset
is used in [23] to identify DDoS attacks. To evaluate several
models, it applies data pre-processing and K-fold cross-
validation. The study concludes that the Random Forest
algorithm outperforms other models in swiftly recognizing
DDoS attacks based on evaluation metrics including recall,
accuracy, precision, and FAR (False Alarm Rate). The analysis
carried out in [24] sheds light on various DDoS attack
intentions and launch techniques. Offering a thorough overview
of the changing DDoS assault scene and defence techniques, it
also analyses various intrusion detection methodologies. The
authors of [25] offer two approaches for identifying DDoS
attacks. Using a mathematical model, the relationship between
the inter-arrival time of requests and network performance is
first established. Additionally, based on throughput analysis, a
Machine Learning Model is built using Logistic Regression and
Naive Bayes methods to detect DDoS assaults. The
combination of these models offers a thorough method for
detecting DDoS attacks. The CCIDS2017 dataset is used by the
authors of [20] to train an algorithm for the categorization of
DDoS assaults. The suggested technique uses the SVM
classification algorithm to obtain an accuracy of 99.68% while
considering parameters like packet size, packet length, flow
time, forward and backward packets, and other packet
properties. This shows how reliable the method is in correctly
identifying DDOS assaults. Like that, the research described in
[2] focuses on the CCIDS2017 dataset for the identification of
DDoS assaults.

The feature vector dimensions were decreased using PCA,
and the neural network model was made shorter to reduce the
time complexity. When choosing the output dimension, PCA is
more versatile than Linear Discriminant Analysis (LDA) and
other linear dimensionality reduction techniques [26]. The
dataset includes a variety of packet attributes, including TCP
flags, flow time, header length, and packet length. The
suggested technique achieves a high accuracy of 99.68% in
identifying DDOS traffic by training a Support Vector Machine
(SVM) classification algorithm on this dataset, proving its
efficacy in separating attack traffic from regular traffic. The
suggested study in [27] uses a variety of machine learning
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models to assess the input dataset to detect DDoS attacks. By
utilizing Principal Component Analysis (PCA) and Random
Forest classifier to validate the feature significance, the authors
increase accuracy. In terms of accuracy, the Decision Tree
model outperforms the other classifiers that were tested,
showecasing its potential as an effective tool for DDoS attack
detection.

Internet

Fig. 2. The Ingress/Egress Method of Packet Filtering to
Prevent a DDoS Attack [19].

The necessity of prevention in reducing DDoS attacks is
emphasized by [19]. The authors suggest using packet filtering
to detect and remove malicious packets to avoid DDoS assaults.
The need for proactive defensive tactics is shown by the
discussion of a few techniques, including ingress/egress packet
filtering, router-based packet filtering, and statistical
approaches like Packets Core.

4. COMPARATIVE REVIEW BASED ON FRAMEWORKS

To generate DDoS Detection Models, Alghoson et al.
introduced the Light Gradient Boosting framework [43] which
is a framework for gradient boosting that is small, quick,
dispersed, and effective. It has the potential to be utilized for a
range of machine learning applications, which comprises
classification and ranking. It operates by dividing the tree with
the best match into its individual branches. On the other hand,
other boosting algorithms, divide the tree in two ways: depth-
wise and leaf-wise [16].

Rahman, M. A. developed a framework to track anomalies
that includes several steps, such as feature selection, data pre-
processing, data analysis to apply various machine learning
algorithms, training the dataset to algorithms, testing the
dataset, and contrasting the results with various algorithmic
approaches [18]. the creation of a classifier that can tell
malicious packets apart from normal ones. The assault is
initially detected by this model's detectors, which then stop it or
lessen its strength. When this detector gets a request from a web
client, it may determine if the request corresponds to the DDoS
class or not by attempting to identify malicious packet. This has
been detected because the request did not behave as anticipated.

| DDos dataset Acquisition ‘

v

| Data Preprocessing/Cleaning ‘

v

| Feature Extraction ‘

h 4 lterative Process

| Select Features for Training

v

|

|

|

|

|

Select a Machine Learning |
Model |
|

|

|

|

|

¥
‘Trainthe Maodel H Validate the Model ‘ MNo

)

‘ Analyze Performance

Satisfactory
Performance?

Compare and Select the Best
Performing ML Model and The
features

Fig. 3. Generalized Framework for ML-Based DDoS
Detection System.

The generalized framework presented in Fig. 3. contains
the essence of various research conducted on machine learning-
based DDoS detection systems.

5. COMPARATIVE REVIEW BASED ON ALGORITHMS

Examples of machine learning algorithms include Support
Vector Machines, Artificial Neural Networks, Genetic
Algorithms, k-means, AdaBoost, Apriori, Cluster Analysis,
C4.5, k-nearest Neighbors, and Naive Bayes [28].

5.1 SVM (Support Vector Machine)

A learning technique called Support Vector Machine
(SVM) is based on statistical learning theory which applies the
supervised method to perform classification and regression. An
SVM algorithm generates a design that predicts the new
example falling into one of the two categories based on a set of
trained examples, each of which is designated as a method and
split into two classifications [29]. It doesn't need a lot of training
data to generate effective classification results. The SVM
classifier divides the input data into several groups and
produces a hyperplane. The best possible data separation is
attempted by this hyperplane. This strategy was initially
proposed by Vapnik, and it has subsequently produced good
results to increase interest in ML research. Using supervised
learning, SVM can do regression and classification [30]. C M.
[23] used SVM algorithm in their proposed method. Mahmood
[31] proposed a method for creating DDoS attack detection that
used SVM. Ashutosh [2] and Jiangtao [20] also used SVM in
their proposed methods. Eventually, according to paper [32]
SVM is more stable than other machine learning techniques.
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5.2 KNN (K-Nearest Neighbours)

The k-NN (k-Nearest Neighbors) approach is a well-
known similarity-based learning algorithm that excels in a wide
range of problem areas, including classification challenges [33].
It categorizes test data observations into groups according to
how closely they are related to other individuals in the same
class. KNN employs a non-parametric strategy to categorize
samples. The unlabelled points are then allocated to the
neighbor class K. Mona [34] and Jeswin [35] also utilized KNN
in their model for identifying DDoS attack detection. The
distance between unique places is estimated using the input
vectors.

5.3 Naive Bayes

The Naive Bayes probabilistic classifier is a user-friendly
tool. It is based on the idea that the values of other variables
have no bearing on the effects of one variable on a particular
class. This presumption is known as class conditional
independence [24]. This approach, which is based on Bayesian
networks, is used to carry out the classification operation. Naive
Bayes (NB) is frequently acknowledged as the most
fundamental and straightforward method for creating
classifiers. The class labels for issue scenarios are determined
by classifiers which shows feature value vectors after that. A
few sets will have been used to produce the class labels.
Parvinder [36] described a technique for detecting DDoS
attacks that statistically analysed network traffic using NB. The
NB classifier was also used to detect DDoS attacks as a fully
designed, operational model.

5.4 RF (Random Forest)

The Random Forest classifier is an array of classifiers that
uses various decision tree processing techniques and classifies
the results according to the mood of each individual tree [37].
Leo Breiman created the popular machine learning technique
known as random forest (RF), which is used for classification.
Different decision trees are produced by the random forest
where each tree is created using an independent bootstrap test
and a tree classification method using the first set of data [38].
The Random Forest algorithm is made up of decision trees that
could be applied for classification and regression. For
classification, decision trees are used to make a majority of the
predictions whereas the average of the tress’s output is
considered as the result of regression. RF models include a few
benefits, including the quickest model training time, the
capacity to handle inconsistent datasets, a classification method
for embedded features, and internal metrics for assessing the
influence of features [34]. RF is also called random decision
forest and represents a supervised machine-learning algorithm
used to classify regression problems. It’s method of operation
entails building several decision trees during the training phase
and delivering a class output, which is either the mode of the
examined classes or an average forecast of the particular trees.
RF algorithm was employed by C M [23] in their suggested
technique. To identify DDoS attacks, Mona [34] and Jeswin
[35] used RF in their model.

5.5 LR (Logistic Regression)

Logistic regression is used for binary classification tasks.
It is a modified version of linear regression which applies a
logistic function known as sigmoid function to transform the
output into a probability score between 0 and 1. This probability
decides a data point belonging to a certain class. Olga [9] and

Neeraj [13] proposed a method for creating DDoS attack
detection that used LR.

Table 1. Summary of algorithms used in reviewed papers

Paper Algorithms

References 348 syM NB RF CNN KNN DT LR
[2]
[]
[13]

[14]

N N N
<\
\
\

[15]
[16] v v vV
[18] v
[19]

[20] v

AN NN

[23], v v
[31]

[24] v v v
[25] v 4
[27] v v

[31] v v v

[34] v v v
[35] v v v

B9 v v

[40] v

[41] v v

[42] v

[43] v v v

[44] v

[45] v

[46] v
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Accuracy of Algorithms on CCIDS2017 DataSet
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Fig. 4. Accuracy According to Different Algorithms on
CCIDS2017 Dataset [2].
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Fig. 5. Accuracy According to Different Algorithms on
CAIDA Dataset [24].

Accuracy of Algorithms on NSL KDD DataSet

100.00%
90.00%
80.00%
70.00%
60.00%
50.00%
40.00%
30.00%
20.00%
10.00%

0.00%

Maive bayes KNN SVM

Fig. 6. Accuracy According to Different Algorithms on NSL-
KDD Dataset [13].

6. COMPARATIVE REVIEW BASED ON DATASETS

CIC IDS 2017 dataset was generated by interpreting the
behaviour of twenty-five users over the course of five days
utilizing several application layer protocols, including HTTP,
FTP, HTTPS, and SSH [49]. Before initiating the training of a
machine learning model, the data must be pre-processed. The
data set was pre-processed using a variety of methods. Other
pre-processing methods include category value encoding,
addressing missing values, and null value elimination.
Categorical variables lacking numerical values, including

source-destination IP and protocol, were encoded using one-hot
encoding [50].

The CIC IDS 2017 dataset, according to [25], offers
network traffic analysis findings gathered based on variables
including source IP, destination IP, source and destination
ports, timestamp, protocols, and more. It is frequently used to
categorize whether DDoS or non-DDoS assaults are present
[19]. The study used the CCIDS2017 dataset, which includes
safe and current frequent assaults that resemble data from the
actual world (PCAPs).

Time stamps, source and destination IP addresses, source
and destination ports, protocols, and attack-based flows are all
included in this data collection. It also includes the outcomes of
the network traffic analysis performed by CICFlowMeter. More
than 80 network flow features are available [41]. Results on
DDoS assaults and network traffic categorization using an
ANN-based model were given by Perakovic et al. in 2017. On
multiple datasets, their model had the greatest accuracy of
95.6% [25].

Using JNNS and snort Al, Sabah M. Alzahrani et al. (2017)
achieved 98% accuracy for DDoS attack detection on UDP and
TCP protocols in another research [23]. A heuristic method
based on Single Value Decomposition (SVD) was used by Bin
Jia et al. (2017), surpassing random forest, KNN, and bagging
with a precision of 99.84% [31].

Relevant datasets were obtained to train and evaluate the
machine learning models, including the CIC-DD0S2019
dataset, which presents current and benign DDoS assaults that
are representative of actual attack data [24]. Initial dataset
screening involved removing incomplete and missing data,
followed by feature extraction using RF selection methodology.
The machine learning models were trained on the selected
DDosS dataset, and the outcomes were contrasted to identify the
top models and associated feature sets. The present study's
major focus is on processing data for DDoS attacks against
SDN. The relevant dataset includes malicious and friendly
TCP, UDP, and ICMP traffic, such as TCP SYN, UDP floods,
and ICMP attacks. It possesses 23 traits that w[1]. The first
Denial of Servi which was accessible via the Kaggle dataset
repository, was used to evaluate the method's performance. The
dataset includes instances from the following network data
types: Normal, DoS, Probing, User to Root (U2R), and Remote
to User (R2L) [40].

The researchers used the NSL-KDD dataset, a well-known
benchmark dataset for DDoS detection [44], to assess the
effectiveness of the proposed model. The NSL-KDD dataset is
made up of a small sample of network traffic that has been
segmented into a variety of groups, such as regular traffic, DoS
assaults, probing attacks, user-to-root (U2R) attacks, and
remote-to-user (R2L) attacks.

The data set was already divided into two subsets: a
training dataset with 125,973 rows and a test dataset with
22,544 rows. This data collection included a thorough selection
of network traffic situations, enabling efficient training and
assessment of the suggested model. The authors' study
concentrated on the processing of information primarily
relevant to DDoS assaults on Software-Defined Networks
(SDN) [20]. The researchers used a dataset generated
specifically for this that includes both regular TCP, UDP, and
ICMP traffic as well as malicious traffic, such as TCP SYN,
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UDP flood, and ICMP assaults. To give extensive details on
network traffic, 23 attributes from switches were added to the
dataset. The dataset has 104,345 rows, 63,335 of which have
been classified as benign, and 40,504 of which have been
classified as malicious. The researchers were able to use this
information to investigate and create a model that is specially
designed for identifying DDoS assaults in SDN setups.

The CIC-DD0S2019 dataset, which provides a useful
collection of recent and benign DDoS attacks with traits like
genuine attack data, was used by the researchers in their study
[20]. The dataset was accessed online and underwent initial
screening to remove incomplete and missing data. Feature
extraction was performed using the RF selection methodology,
and a heat map was generated to visualize the extracted
features. The features were divided into three main sets, and
different machine-learning models were trained and evaluated
on each feature set using the selected DDoS dataset.

The dataset includes a variety of DDoS assaults, including
those on DNS, UDP, TFTP, LDAP, MSSQL, Net-BIOS,
SNMP, Syn, NTP, UDPLag, and WebDDoS. The researchers
were able to properly train the machine learning models and
evaluate their performance by dividing the dataset into training
and testing groups. Several datasets were utilized to train and
analyse the machine learning models used to assess DDoS
attacks [3]. These databases, which are accessible online,
include details on different DDoS assaults. The current study,
however, concentrated on handling DDoS attack data in the
context of Software-Defined Networks (SDN). A link to a
particular dataset that fits with the study's goals was supplied
by the authors[20]. This dataset primarily focuses on TCP,
UDP, and ICMP protocols and contains both benign and
harmful network traffic. It comprises 23 characteristics that
were taken from switches and provides thorough details on
network traffic. To effectively analyze and detect DDoS
assaults in SDN systems, the dataset was properly tagged, with
63,335 occurrences classed as benign and 40,504 instances
classified as malicious.

The researchers used the NSL-KDD dataset, which has
been widely used in the DDoS detection industry [18]. A
training dataset with 125,973 rows and a test dataset with
22,544 rows had previously been produced from the entire data
set. This dataset contains a variety of examples, including
common, DoS, probing, user-to-root, and remote-to-user (R2U)
attacks. It is a modified version of the 1999 KDD Cup dataset.
The NSL-KDD dataset, which has served as a benchmark
dataset in several research projects, is a useful resource for
assessing the effectiveness of DDoS detection systems.

Accuracy According to Datasets
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Fig. 7. Accuracy According to Datasets (In Percentage).

7. COMPARATIVE REVIEW BASED ON RESULTS

Several algorithms have been evaluated for their accuracy
in various research papers. Naive Bayes, as described in Paper
[2], achieved an accuracy of 75.31%, while Paper [24] reported
an impressive accuracy of 96.2%. However, in general, Naive
Bayes tended to achieve lower accuracies compared to other
algorithms mentioned in the table.

Support Vector Machine (SVM) showed promising results
across multiple papers. Paper [2] reported an accuracy of
99.68%, showcasing its effectiveness. Similarly, Paper [16]
achieved a respectable accuracy of 93.4%. In another study,
Paper [18] achieved accuracies of 91% with SVM_OVO and
96% with SVM_POLY. Furthermore, Paper [6] obtained an
accuracy of 90.36%, further solidifying the overall success of
SVM.

K-Nearest Neighbors (KNN) also exhibited good accuracy,
although slightly lower when compared to SVM and Random
Forest. Paper [16] achieved an accuracy of 92.6%, while Paper
[6] reported an accuracy of 89.15% for KNN.

Random Forest, as evaluated in various papers,
demonstrated exceptional performance. Paper [12] achieved an
astounding accuracy of 99.99%, while Paper [18] reported an
accuracy of 96%. These results indicate that Random Forest
consistently delivered high accuracies and proved to be a robust
algorithm.

Convolutional Neural Network (CNN), as described in
Paper [12], achieved an accuracy of 99.53%, which is
comparable to the performance of Random Forest. This
suggests that CNN is a powerful algorithm for the tasks
investigated in the respective paper.

Logistic Regression yielded mixed results in different
studies. Paper [5] achieved an accuracy of 65%, indicating
relatively lower performance. However, Paper [6] reported an
accuracy of 90.4%, showcasing higher accuracy for Logistic
Regression in that study.

ADA Boost, while not reaching the high accuracies of
some other algorithms, achieved an accuracy of 84.57% in
Paper [6]. This suggests that ADA Boost can still provide
reasonably good results, although it may not be the top-
performing algorithm in every scenario.

Lastly, Decision Tree achieved moderate accuracy in Paper
[6], with an accuracy of 82.28%. Although not as high as some
other algorithms, Decision Trees can still be a useful tool in
certain contexts.

Table 2. Summary of different algorithms and their accuracy

Paper Used

Ref. Paper Title Algorithm Accuracy

[2] DDOS Attack Detection Naive Bayes 75.31%
Using Machine Learning

[2] DDOS Attack Detection SVM 99.68 %
Using Machine Learning

[9] Comprehensive DDoS Logistic 65 %
Attack Classification Using Regression
Machine Learning
Algorithms

[9] Comprehensive DDoS Naive Bayes 59 %

Attack Classification Using
Machine Learning
Algorithms
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[13] DDoS Attack Detection 90.4 %
and Botnet Prevention
using Machine Learning

[13] DDoS Attack Detection SVM
and Botnet Prevention
using Machine Learning
[13] DDoS Attack Detection KNN
and Botnet Prevention
using Machine Learning
[13] DDoS Attack Detection
and Botnet Prevention
using Machine Learning
[13] DDoS Attack Detection
and Botnet Prevention
using Machine Learning
[19] Detecting Distributed
Denial of Services Using
Machine Language
Learning Techniques
[19] Detecting Distributed CNN
Denial of Services Using
Machine Language
Learning Techniques
[24] DDOS Attack Detection
Using Machine Learning
for Network Performance
Improvement
[24] DDOS Attack Detection SVM
Using Machine Learning
for Network Performance
Improvement
[24] DDOS Attack Detection KNN
Using Machine Learning
for Network Performance
Improvement
[27] The Study of DDOS
Attacks and Classification
Performance Using
Machine Learning
Techniques
[27] The Study of DDOS
Attacks and Classification
Performance Using
Machine Learning
Techniques
Overall, SVM, Random Forest, and CNN consistently
performed well, achieving high accuracies in multiple papers.
Naive Bayes generally had lower accuracies, while KNN
showed decent performance. Logistic Regression, ADA Boost,
and Decision Tree had mixed results, with varying accuracies
across different papers. It's important to note that the accuracy
numbers provided in the table represent specific studies and
may not be directly comparable due to variations in datasets,

features, and experimental setups.

Logistic
Regression
90.36 %
89.15%
ADA Boost 84.57 %
82.28 %

Decision Tree

Random 99.99 %

Forest

99.53 %

96.2 %

Naive Bayes

93.4 %

92.6 %

SVM_OVO 91 %

SVM_Poly 96 %

8. DISCUSSION

In the area of cybersecurity, the use of machine learning
(ML) algorithms for DDoS attack detection has shown
substantial potential. Our review article investigates the
challenging field of ML-based DDoS attack detection and
offers an overview of several strategies and their effectiveness.

Researchers have adapted a range of techniques for the
detection of DDoS attacks, the review highlights the importance
of machine learning algorithms and proactive defence strategies
such as packet filtering and statistical approaches, including
ingress/egress packet filtering and router-based packet filtering.
These findings collectively emphasize the significance of
preventative measures and ongoing advancements in DDoS
detection methodologies for enhancing network security.

The review of machine learning algorithms applied in
DDosS attack detection reveals a diverse spectrum of techniques
employed in different studies. To detect anomalies in network
traffic Support Vector Machines (SVM) have gained significant
attention in this domain due to their capacity for effective
classification and regression.

The review of DDoS detection frameworks introduces two
noteworthy approaches that contribute to the development of
efficient detection models. Alghoson et al. proposed the
utilization of the Light Gradient Boosting framework which
focuses on branch division and facilitates efficient model
creation [18]. In a complementary approach, Rahman, M. A.
designed a comprehensive framework encompassing feature
selection, data pre-processing, machine learning algorithm
application, dataset training, and testing, as well as outcome
comparison aiming to develop a robust classifier capable of
distinguishing between malicious and benign packets, serving
as an early detection system for DDoS attacks. It reflects a
proactive approach to identify and mitigate threats by
recognizing anomalous behaviours in web client requests [18].
These frameworks provide valuable tools for enhancing DDoS
detection and exemplify the ongoing pursuit of effective
solutions in the field.

The discussion on datasets in the systematic literature
review highlights the diverse range of data sources and
attributes used for DDoS attack detection research. The CIC
IDS 2017 dataset, derived from the activities of twenty-five
users over a five-day period and spanning various application
layer protocols, is a common choice. Researchers employ data
preprocessing techniques, including category value encoding
and one-hot encoding, to prepare this dataset for machine
learning model training. The dataset's attributes, such as source
and destination IP addresses, ports, timestamps, and protocols,
serve as a foundation for classifying DDoS and non-DDoS
attacks.

The review of results across multiple research papers
highlights the varying performance of machine learning
algorithms in DDoS attack detection. It is evident that Naive
Bayes generally tends to achieve lower accuracies compared to
other algorithms discussed. Support Vector Machine (SVM)
consistently demonstrated promising results across different
studies. Nearest Neighbors (KNN) showed good accuracy,
although slightly lower than SVM and Random Forest, with
accuracies of 92.6% and 89.15%, respectively. Random Forest
consistently delivered exceptional performance, with Paper
[19] achieving an outstanding accuracy of 99.99%.

This review paper demonstrates the potential of machine
learning (ML) for DDoS detection while also emphasizing the
challenges that need to be addressed through ongoing research,
along with the necessity for ongoing research to address its
problems. The use of sophisticated ML algorithms in DDoS
protection systems is anticipated to play a crucial role in
protecting vital digital infrastructures as the threat landscape
continues to change.

9. CONCLUSION

An article claims that it is a common problem in a
dispersed network architecture to identify DDoS assaults. Since
this type of attack disables access to cloud services, it is
important to recognize it [34]. DDoS attacks based on zombies
now affect normal traffic. Therefore, it is extremely difficult to
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identify such an attack, even in the presence of stored attack
traffic signatures.

Differentiating between authorized traffic and DDoS attack
traffic is difficult. Due to their high memory requirements for
data storage, existing algorithms for data classification are
ineffective when used for real-time WBAN streaming data [51].
However, it could be challenging to differentiate between
DDoS attacks with different rates and patterns and regular
traffic. Throughout the years, a wide range of researchers have
suggested numerous effective ML/DL methods for detecting
DDoS attacks. Machine learning algorithms are used to
categorize the requests, and a smart detection system makes use
of this model to alert network administrators to dangerous
requests. The most effective methods for using already-
gathered data are those that use machine learning. With more
data available, categorization accuracy improves[52] However,
problems including a lack of datasets, hostile assaults, and
model robustness continue to exist. Further investigation is
required due to the requirement for interpretable ML models for
security experts and regulatory compliance.

In this study, we have found some algorithms and
frameworks. It might be useful to use those algorithms and
frameworks to identify DDoS attacks. In the future, we will be
focusing on the study to develop a unified autonomous model
to detect any type of intrusion and network anomaly.
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